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[HCTpYKIIist 3 BCTAHOBJICHHS Ta HANAIITYBAHHS

marina Wordfence Security Ta Wordfence API qyist WordPress.

I[MepeiiniTh Ha aAMIHICTPATHBHY MaHeb Bamoro caiity Ha WordPress. 3a 3aMOBYYBaHHSIM MOCHITAHHS
ISl BXOAy B anMiHicTpatuBHy yactuHy WordPress Burisae tak: http://vashdomen.com/wp-admin/ abo
http://vashdomen.com/wp-login.php
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3) 3HaiiniTe yepes nomyk miarid « Wordfence» Ta HaTUCHITh Ha 3HaliIeHOMY TUIariHy «BcTaHoBUTHY
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5) Hartucuits Ha kHOTIKY « GET YOUR WORDFANCE LICENSEp. ITicis mporo Bac nepenamnpaButh Ha
OMaH]T! PO3POOHHUKIB ILIATiHY.
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Wordfence installation is incomplete [ REMIND ME LATER ” RESUME INSTALLATION I
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Complete Wordfence Installation x
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SR Register with Wordfence to secure your site with the latest threat intelligence.
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Limit Login Akismet Anti-Spam
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Bepcin 5.0.1 | Astop Automattic | Nepersmytu aerani
O Jocrynna nosa sepcia Akismet Anti-Spam. NeperasiyTu Aetani sepcil 5.0.2 abo oHoBUTY 3apas
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HAVE YOU BEEN HACKED? HEL CREATE ACCOUNT SIGN IN E

PRODUCTS SUPPORT NEWS ABOUT VIEW PRICING

ur Wordfence License

Wordfence Wordfence Wordfence Wordfence
FREE PREMIUM CARE RESPONSE

Free ‘119 490 ‘950
S ... e

For bust owner:

For mission-critical websites

This site uses cookies in accordance with our Privacy Policy.

[linTBepauTH, 110 BU HagaeTe 3roxy Aas orpumanns 30 qHiB JogaTtkoBoro 3axucty. [narin Oyne
MPALIOBATH 1 MiCIISl IHOTO TUMYACOBOT'O 10JIATKOBOT'O 3aXHCTY.

Are you sure you want delayed protection?

Our firewall rules block exploits targeting WordPress plugins, themes and core. Our malware
signatures detect whether your site has been compromised. We release firewall rules and malware
signatures in real-time to our Premium customers

For less than $10 per month (paid annually) you can get real-time firewall rules and malware
signatures as we release them. Are you sure you want the free version of Wordfence which receives
firewall rules and malware detection 30 days later than our Premium customers?

3 |'m OK waiting 30 days for protection from new threats




7) 3BaxiH4iTh peecTpaiito. BimmiThTe yci ranouku, Tak Bu 3MokeTe OTpHMyBaTH HOBUHH Ta MOPAIH 010
3axucty WordPress a Takox OTpUMYBAaTH CIOBILIICHHS PO HOBi Bpa3iuBOCTI Ha Bamomy caidTi.

Get Wordfence Free

Site URL: https:/ A

Email

you@example.com

This is where you will receive your license key and any future security alerts for your website
OJ Join our WordPress security mailing to receive security alerts and Wordfence news

\D | have read and agree to the Wordfence License Terms and Conditions, the Services Subscription Agreement,
and Terms of Service, and have read and acknowledge the Wordfence Privacy Policy.

8) aii HeoOXiHO MiATBEPANTH PEECTPALLi0 Y eJICKTPOHHI MOIITI, BKa3aHill y MONEepeAHLOMY eTalli

You're almost done!

You're almost done! Your license key has been sent to ||| I check your email to

complete the installation.

If you need additional help, you can visit our documentation to get help installing your license.

Tak Burnapae el'IEKTPOHHMl\;I NTNCT.

Your Wordfence License (Bawa niueH3sis Wordfence) i« = v
M Wordfence <ist@wordfence.com 244 (2 xourmartomy)  fy €
i KoMy MEs w
Fa aHrnifictka v > yKpaiHCbKa v MepernaHyTi OpHTIHANSHE NOBIROMNENHS 3aEMAM NEPEKNANATH ANR TAKO! MOBH: BHITHACHKD

AT Wordfence

SETURY  Seciring your Wordbress website

BcTaHoBiTk cBoto niinexsito Wordfence
[IAKYEMO 3a PEECTPALo ANA OTPUMAHHA NiLeH3il Wordfence Free. W06 3asepwumTi

8cTaHoanenns Wordfence Free, y Bac € 18 BapiaHTH. Bit MOXETE HATHCHYTH

KHONKY HINKHE, LOG 2BTOMATHYHO BCTAHOBUTH NiLEH3IHMI KNiod AnA

BCTanOBUTH MOI0 TTiLIEH3H0 aBTOMATHIHO

Kworxa euwe gificHa npoTarom 24 roaus i niwe 8 Touy camowy Gpay3epi, 3 Axoro Gyno

f103aHo 3anuT Ha niewsiiHMA Kniow. icns aaKiHuenKa Ysoro nepiogy abo

nocryny Ty 3 iMworo Gpaysepa sam noTpibo Gyae cronisosah ni

Has

HIDKUE. | BpYUHy BCTBHOBUTY HOT0 Ha Ca

y caitti. Bigeo ik

IHCTPYKLI L4OAO BBTOMATHUHOTO 35O PYUHORD BCTAHOBNEHHA NijeHl
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f6cde

639d669e9b8b6d79dfdfdb37fc024494ee2c4c926F4cOC5387158




9) Haxni noBepTaeMoch B aaMiHicTpaTiBHY YacTuHy WordPress i 3Haxoaumo HoBiit uiarin «\Wordfencey»
37iBa y MeHIo Hagirarii. [Tepir 3a Bce yBIMKHITh aBTOMAaTHYHE OHOBJIIOBAaHHS IUIariHy — «  Yes, enable
auto-update.» i 3anycrith HoBHi ckaH — «START NEW SCAN». CkaHyBaHHS TpUBaTUME JCSKHUIT ac.
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To make your site as sect ossible, tal nt to optimize the Wordfence Web Application Firewall: K HERE NFIGL

# 3anucu ity

Do you want 1o stay up-to-dats uto-update. | No thanks.
Cropitkn
¥ Kowmenrapi | Scan ; ; ]
Burnna
£ Mnarinn @ Wordfence Scan & Premium Enabled

& Kopucrysai

# Incrpymentn

B Hanawrysanus

MM Wordfence

i @ Scan Type: Standard Malware Signatures: Premium Reputation Checks
Standard detection capability Signatures updated in real-time Check spam & spamvertising blocklists
Manage Scan Protect More Sites Manage Options

Scan

plio: e gl START NEW SCAN

\ Help Scan Options and Scheduling

—4y/ Find the documentation and help you need
>

Manage scan options including scheduling

Limit Login

10) ITicnst 3aKiHUEHHS CKaHYBaHHS 0JaTOK BiJI0Opa3UTh MEPETiK 3HANICHUX 3arpo3 Ta 3alpoIOHYE 1X
BHIIPABUTH (aBTOMATHYHO UM Y PYYHOMY PEKUMIi) a00 3allporoHy€e PEKOMEH/AIII] 10 YCYHEHHIO a00
MOM’ SIKIICHHIO PH3HKIB.
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¥ Cropitku Scan Type: Standard Malware Signatures: Premium Reputation Checks
[ —— prs Standard detection capability Signatures updated in real-time Check spam & spamvertising blocklists
OMEHT
Manage Scan Protect More Sites Manage Options
» Burnsa
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AP, Help
Kopucrysaui /ART NEW SCAN \@$/ Find the documentation and help you need

o
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Scan Options and Scheduling

® Manage scan options including scheduling

s s v v v Vv Vv v Vv v v
M Wordfence Spamvertising Checks ~ SpamCheck  BlocklistCheck  ServerState  FileChanges  MalwareScan  ContentSafety  PublicFiles  Password Strength  Vulnerability Scan  User & Option Audit
hboard @ [DEC 07 10:51:54] Scan Complete. Scanned 3942 files, 4 plugins, 3 themes, 2 posts, 1 comments and 65 URLS in 24 seconds. EMAILACTIVITY LOG  VIEW FULL LOG
rewall
Results Found (2) Ignored Results (0)
Scan
Posts, Comments, & Files 3945  Themes & Plugins 7 UsersChecked 1 URLsChecked 65 Results Found 2
<
The Plugin "Akismet Anti-Spam’ needs an upgrade (5.0.1 -> 5.0.2). Issue Found December 7, 2022 10:51 am > Q
Type: Plugin Upgrade Medium
Limit Login The Plugin "Limit Login Attempts Reloaded" needs an upgrade (2.25.8 -> G
P Ié‘ oy 9 pteReloadec uPgrade (258> 1556 Found December 7, 2022 10:51 am g Q
)y Medium
o Type: Plugin Upgrade




11) BuxoHaiite BCi 3aIIpOIIOHOBaHI KPOKU M0 YCYHEHHIO BPa3JIMBOCTEH Ta MiIBUIICHHIO PiBHS 3aXHUICHOCTI

pecypcy.
!BaknuBo! My HanoJermBo paguMo HanamrtyBatd 2FA 11 00miKOBUX 3aIHCiB.

® @& Moueror ©3 P + Nogam

@& Maiicrepns m Two-Factor Authentication Settings

A 3anncn : " =
Two-Factor Authentication Learn more about Two-Factor Authentication (2
Q3 Meniagaitnu

*J *: Two-Factor Authentication, or 2FA, significantly improves login security for your website. Wordfence 2FA works with a number of TOTP-based apps like Google Authenticator, FreeOTP, and

@ Cropinu Authy. For a ful list of tested TOTP-based apps, click here
B Kowmetrapi - :
Editing User: ([ Yov)
& Burnaa
" 1. Scan Code or Enter Key 2. Enter Code from Authenticator App
£ Nnarivn @
& Kopuctysaui Scan the code below with your authenticator app to add this account. Some Download Recovery Codes Optional
authenticator apps also allow you to type in the text version instead v
&~ IncTpymenTn Use one of these 5 codes to log in if you lose access to your authenticator device
LT, I Codes are 16 characters long plus optional spaces. Each one may be used only
B Hanawnysanns once
450
WF API
M Wordfence
f ity
T -—
n 7 DOWNLOAD
ools
Login Security

Enter the code from your authenticator app below to verify and activate two-factor

All Options authentication for this account

Help
¥ — 5

Upgrade to Care

@ Limit Login
= Attempts

© 3ropHyh ek For help on setting up an app, visit our help article

12) IepeiinitTe 10 BCTAaHOBICHHS Ta HanamTyBaHHs riariny «\Wordfence APIy. Lleii nnarin HeoOXiqHO
BCTaHOBHUTHU Y pydHOMY pexkumi. 3aBasaku miariny «Wordfence APy 3naiineni BpasnuBocTi OyayTh
nepenaBatucs Ha cepsep MoHiTOpuHTY CERT-UA [lepkcnen3s’si3ky. Lleii mporec 103BOIUTH
ABTOMAaTH30BaHO iHGOPMYBATH aAMIHICTPATOPiB, a00 BiAMOBINAIEHUX OCi0 32 pOoOOTY calTy, po
JIOJTATKOBI Ta HOBI1 3arpo3H.
3aBaHTa)XTe IJIAriH 3a mocwianHsMm - https://drive.google.com/file/d/1fV G-
smNh13jshzRmgLgIM53nFrO7IhM5.

'BasxiinBo! 3aBaHTaxyiiTe yBech apxiB - Wf-api.zip 3 po3mmpeHHsM .zip.

W wiepi




[lepeiipiTe Ha anMiHICTpaTUBHY MaHeNb Baworo caity Ha WordPress naini Ha Bknaguuky «Ilnariam» ta
HATHCHITH KHOTIKY «JlogaTi HOBHUI» MOTIM HaTUCHYTH «3aBaHTaKUTH TUIATiH» Ta BUOpATH paHilie
ckauyaHuii apxiB Wf-api.zip.
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To make your site as secure as possible, take 2 moment to optimize the Wordfence
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B Komenapi Do you want Wordfence to stay up-to-date automatically? Yes_ enable auto-upd.
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| 110038 File | No file chosen
& Incrpymenm

Hanaurrysanna

I[J'I}l BCTaHOBJICHHS rmariHy HaTHCKaeM «BCTaHOBHUTH ILIArimy
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o fikwo y Bac € apxis naariHy B popmari .zip, TyT MOXHa 3aBaHTaXWTK | BCTAHOBUTHK abo OHOBWTH OrO.
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A Burnsaa Choose File | w

BCTAHOBITH | S ——
& Mnarivm 3

BcraHoBAeHi naarikL
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| Cropinku WordFence API

» Barnaa

wico T ————————————

ByAb N13CK3, reHepyiiTe HOBI KAKOYY MV B Pa3i KEOBXIAHOCT
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13) Ckomitoiite API kiro4 i HaAINUTITH HOTO CIIBPOOITHUKAM a00 BOJIOHTEpaM YPSJIOBOi KOMaH M pearyBaHHs
Ha KoM 'torepHi Han3Bu4aiidi nmonii Ykpainu CERT-UA [lepkcnen3s’s3Kky.
'Baxxsimeo! He renepyiite HoBi API xiroun 6e3 moTpedu.

I[O,Z[aTKOBi MaTepianH 3HaXO0OATHCA 3a HOCUJIAHHSIMMU
- https://wordpress.org/plugins/wordfence/#description
- https://www.wordfence.com/wordfence-installation-guide.pdf
- Wordfence Setup Tutorial & Firewall Settings (Free version)

IIpo nac:
- https://cert.gov.ua/
- https://cip.gov.ua/

V pa3si BUHEKHEHHS IUTaHb 3BEPTAiiTeCh 32 OTPUMAHUMH B pOOOUOMY MOPSAKY KOHTaKTaMH ab0 Ha EIEKTPOHHY
anpecy incidents@cert.gov.ua ta 3a teneponom (044) 281 88 25
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